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Abstract A novel digital watermarking scheme featuring centroid-based sectoring is proposed in this paper.
To get higher robustness against geometric attacks, such as rotation, scaling, and translation (RST), a delicate
synchronization mechanism was developed and incorporated into the proposed approach. During the process
of watermark embedding, the original image was partitioned into sectors based on the image centroid. Syn-
chronization information as well as the message bits is then embedded into these sectors. With the help of the
centroid-based sectoring and synchronization information, the proposed approach is capable of restoring the cor-
rect sectoring even if it has experienced severe geometric distortion. This attribute ensures the correct recovery
of embedded watermarks and contributes to the robustness of the proposed scheme. A series of experiments have
been conducted to verify the feasibility and effectiveness of the proposed approach. Experimental results show
that the proposed scheme possesses good robustness against RST attacks and considerable robustness against

other common image processing attacks.

Keywords digital watermarking, geometrical transform attacks, RST transforms
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1 Introduction

Digital watermarking techniques have been proposed to embed signatures in the multimedia data to
identify the owner and the intended recipients, and to check the authenticity of the multimedia data.
Applications include copyright protection, owner authentication, content authentication, tamper detec-
tion, data hiding and so on. Most watermarking schemes are designed to resist attacks from many signal
and image processing operations including but not limited to compression and filtering [1-3]. However,
recently it has become clear that even the smallest geometric distortion can prevent the detection of a
watermark. This problem is most apparent when the original image is unavailable to the detector [4].
How to efficiently resist such kinds of attacks remains to be an unanswered question and thus a challeng-
ing direction to study in the area of watermarking research. Several different schemes have been proposed
and will be subsequently discussed.

There are three main streams for watermarking schemes immune to geometric attacks, namely ex-
haustive search, geometrically reverse transformation, and geometric invariants. For the first category,
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typical geometric transformations commonly used in image manipulation are applied on the whole image,
and in general can be represented by certain mathematical formulations. One straightforward approach
to identify the transformation is to perform an exhaustive detection considering all possible geometric
transformations on the watermarked image. However, the computational cost could be dramatically high
[2]. In the second category, geometrically reverse transformation and correlation are used to extract
embedded watermarks. Pereira et al. proposed a resynchronization mechanism based on the template
technology [5]. Another researcher, Kutter, proposed a similar method called self-reference method [6].
However, the method does not embed a special template; instead it repeatedly embeds the same water-
mark in four different positions and estimates the geometric transform by the 9 autocorrelation function
(ACF) peaks of the predicted watermark. In the third category, geometric invariants are used to mod-
ulate the watermark signal [7]. In [8-10], watermark embedding was conducted in the RST invariant
Fourier-Mellin domain. Similarly, Solachidis et al. [11] used a circularly symmetric watermark in the
discrete Fourier transform (DFT) domain. Image salient feature points, known as invariant to geometric
transforms, have also been used in watermarking [12-18]. In 1962, Hu introduced moment invariants
which are position, size and orientation independent [19]. Alghoniemy et al. [20] first utilized geometric
moment-based invariants to design a zero-bit watermark, which is robust against geometric manipulations
and filtering, etc. Ping Dong et al. [21] proposed a multi-bit normalization based watermarking method.
Recently Zernike moments are introduced into image watermarking [22-24].

Centroid, as a kind of moment, has been used in robust image watermarking in our earlier work [25],
where three centroids of an image’s three MSB bitplanes are used to segment the image into sectors and
watermark bits are embedded into the sectors. However, when the embedding capacity is high or the
three centroids are located too closely for some images, the extractor may fail to correctly synchronize
the segmentation as in the embedding.

In this work, we will take the advantage of moments in the development of a watermarking scheme
robust to RST transforms. The proposed scheme firstly calculates the centroid of the most significant
bitplane (MSB) of the original image, and uniformly partitions the image into sectors based on the cen-
troid. Then the scheme embeds synchronization bits and message bits into sectors using quantization
index modulation (QIM). In detection, the scheme also partitions the watermarked image as for em-
bedding. It is capable of restoring the correct partitioning even if the watermarked image is subject to
RST transforms and other image processing. The proposed scheme makes use of the geometric invariant
property of the centroid, synchronization and auto-oriented partitioning, and leads to good robustness
and considerable capacity.

The remaining sections of the paper are organized as follows: Section 2 describes our proposed embed-
ding process, followed by Section 3 which describes the extraction process. Some experimental results
are presented in Section 4 and finally Section 5 concludes this paper.

2 Watermark embedding procedure

The embedding procedure is shown in Figure 1. An image [ is inputted into the system of which the
MSB bitplane centroid is calculated thereafter. After image I is partitioned and quantized, we receive
the new watermarked image (I ).

2.1 Image partitioning

A gray scale image [ consists of j number of bitplanes. For example, a 256-level image has j=8 bitplanes,
i.e. Bitplane 7, Bitplane 6, Bitplane 5, ..., Bitplane 1, and Bitplane 0.
For the MSB plane, i.e. Bitplane 7, the centroid O : (xq,yo) is calculated as follows:
mio mo1

o= —"HY% = —, (1)
moo moo
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Figure 1 Schematic diagram of watermark embedding.
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Figure 2 Partitioning an image into sectors based on the centroid.

where mqg, mo1 and mig are Cartesian moments, given by

Ni1—1Nay—

1
Mpg = Y > @y Bz, y). 2)

z=0 y=0

B(x,y) is the bit value at position (x,y) of Bitplane 7, and Ny x Ny is the size of image I.

With the centroid O as origin and the horizon as the baseline, i.e. the thick line in Figure 2, we
anti-clockwise uniformly segment the image into N sectors by central angle, where N is the total number
of watermark bits. The procedure is shown in Figure 2. The sectors are called Sector 1, Sector 2, ...,
Sector N in order.

The reason why we use the centroid of Bitplane 7 instead of the entire gray level is to easily maintain
an unchanged centroid during watermark embedding. Subsection 2.3 will describe the details. Since the
MSB of a pixel is least likely to be changed by the most signal processing operations [26], the centroid
position of Bitplane 7 is also least likely to be changed by image processing and geometric transforms, as
will be verified by the experimental results.

2.2 Watermark construction

The watermark w = wywy - Wy -+ WN = WWa -+ Wy Wp[41WAI42 - * - Wpr+L, Where w, € {0,1}, N =

syn. bits message
M + L consists of two parts: M-bit synchronization bits wyws - - - wy; and L-bit message wys1wpry2 - -
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wpr+r- Any message to be embedded can be represented as a bit sequence wys1wpr42 - waryr. The
synchronization bits and the message bits are concatenated together and form the watermark. The M-bit
synchronization is a pseudo-random bit sequence which is generated using a secret key K as a seed. The
key, hence the synchronization bit sequence wiws ---wps, is also known to watermark extractor. By
pattern matching, the synchronization can be used for the watermark extractor to correctly locate the
beginning of the message. The length M of synchronization is pre-selected which affects the matching
accuracy, message capacity and false matching probability, while the message length L is determined by
the message.

2.3 Quantization

Each watermark bit will be embedded anti-clockwise in each sector using QIM [27].

First, we construct two quantizers Q(-; s), where s € {0, 1}. In this paper, we consider the case where
Q(+; s) is a uniform, scalar quantizer with stepsize A and the quantizer ensemble consists of two quantizers
shifted by A/2 with respect to each other. A is pre-defined and known to both embedder and extractor;
it affects both the robustness to common signal processing and the watermarked image quality. In order
to further increase the robustness while ensuring the transparency, human visual system (HVS) can be
considered in choosing the stepsize, so the stepsize should be different for images with different textures.

Image pixels are processed in raster order; that is, pixels are quantized serially, left-to-right for each
image row, beginning with the top row. For any pixel I(z,y), using the centroid as origin, its polar angle
is calculated, and then we can easily determine which sector I(z,y) belongs to based on the polar angle.
If I(z,y) € Sector n, then it is quantized as Iw (z,y) with quantizer Q(-; wy,).

Iy (z,y) = Q(I(x, y); wn)- (3)

In order to obtain the same centroid position as the original image in detection process, Bitplane 7
should remain unchanged after embedding. However, without any constraint, after the quantization,
Bitplane 7 may be changed. Thus, we modify the quantization process of (3) to that of (4).

QU (x,y); wn), it QUI(x,y);wn) = 1" (x,y),
QU(z,y);wn) + A, if QU(x,y);wn) <I'(z,y),

where I7(z,y) = I(z,y)&(10000000)s.

Equation (4) ensures that the pixel has been quantized according to the watermark bit and that the
MSB bitplane keeps unchanged.

After every pixel is quantized, the watermark embedding process is finished.

All the pixels in the original image will be quantized during the embedding, so the time exhausted
are nearly the same no mater into how many sectors the original image is partitioned. The quantization
operation in (4) is easy, so the embedding process is fast.

Hw(e9) = { @

3 Watermark extraction procedure

The extracting process is shown as Figure 3.

In watermark extraction, the first three steps are the same as in embedding: calculate the image
centroid, partition Iy, into sectors and finally construct quantizers. Next we will introduce the other two
steps in detail: finely tuning the partitioning and watermark extraction.

3.1 Finely tuning partitioning(FTP)

In order to correctly extract the watermark, it is quite vital to correctly partition the watermarked
image. We wish to make such partition that during detection, it completely overlaps with that of the
partitioning yielded from embedding. This is shown in Figure 4. In the figure, the dashed sectors are the
old partitioning created in the embedding. After attacks, such as rotation, the baseline of the old parti-
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Figure 3 Schematic diagram of watermark extraction.

0Old baseline Old baseline
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Figure 4 (a) The partitioning in detection (solid) usually does not overlap with the partitioning in embedding (dashed);

(b) after finely tuning partitioning, the two partitionings nearly overlap together.

tioning, i.e. the dashed thick line in Figure 4(a) has been rotated to another position, and therefore
the position of each sector may change. However, in the detection, the detector does not know what
manipulations have been done; thus it can only partition the image from the new baseline, i.e., the
horizon. The solid sectors in Figure 4(a) are the new partitioning. The two partitions typically do not
completely overlap.

An automatic orienting/aligning procedure called FTP is proposed to solve this problem. The proposed
procedure is capable of automatically rotating the new partitioning to the “correct” position, as shown
in Figure 4(b); that is, after the correction, the sectors in the new partition should overlap with the old
ones, even though the new baseline may not overlap with the old one.

It can be expected that a sector in the new partitioning of an attacked image will cover two adjacent
sectors of the old partitioning, such as Sector n in the gray area of Figure 4(a). In some area of Sector
n, the pixels are embedded with a watermark bit, for example, wy_1; the others are embedded with
watermark bit wy. If the pixel is detected to embed bit 1, then it is called “1” pixel; otherwise, it is
called “0” pixel.

Let Num,, (1) denote the number of“1” pixels in Sector n and Num,, (0) denote the number of “0” pixels
in Sector n. We define

Num,, (1), if Num,(1) > Num,(0),

Num,, (0), otherwise,

Mayj,,(0) = { (5)
as the majority pixel number in Sector n when the new partitioning is rotated by an angle 6. Figure 5 is
used to clarify the concept. If wi_1 # wy, it is obvious that the gray area with oblique in Figure 5(a) is
the majority pixels. If we rotate the current partitioning by a central angle 8, as shown in Figure 5(b),
then the majority pixels area change, and thus Maj,, () changes. It is worthwhile to notice that as 6
increases, Maj,, (0) increases or decreases monotonously.
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" New baseline
New baseline

Horizon

(a)

Figure 5 The majority pixels in a sector. (a) Sector m in the initial partitioning; (b) sector n when new partitioning

rotated by angle.

On the other hand, if wi_1 = wy, the entire sector makes up the majority pixels area. As the
partitioning rotate angle 8 changes, the Maj,, (6) does not change.
Define
N
Maju(0) = Y _ Maj, (6), (6)
n=1

as the majority pixel number in the whole image when the partitioning is rotated by an angle 6.

As 6 varies, Maj,, (0) of some sectors may change monotonously, and others remain the same. As a
whole, Maj,;; () will change monotonously. It is clear that only when the new partitioning is rotated to
exactly overlap with the old partitioning as shown in Figure 4(b), does Maj,;(#) reach its maximum.

Using Maj,;;(6) as the criteria, we are able to first determine which direction we need to rotate the
partitioning, and secondly, how much we need to rotate it. The tuning process is shown in Figure 6.

In FTP, the watermark extractor first rotates the new baseline clockwise and anti-clockwise respectively
at a tuning step A, and then checks Maj,);(#) to determine in which direction we should remedy the
partitioning. After that, the extractor increasingly rotates the partitioning until Maj,;(f) reaches the
maximum.

From Figure 4 and the above analysis, we can conclude that the goal of FTP is to rotate the new
baseline to its nearest old sector side, and therefore we can conclude that the maximum angle 6., to be
rotated satisfies

0 ector
gopt < Szt ) (7)

where Ogector 18 sector angle. In all the experiments in the paper, the tuning step A, = GSTCO”", so the
extractor maximally needs 5 times searches to reach its optimal position. Alternatively we also use coarse
to fine searching strategy; that is, at the coarse search period, we select a coarse tuning step, for example,
A, = 9596%. After reaching the best position, we use a fine tuning step, for example, A, = 953%7 to
finely search for the best position near the coarse best position. Thus we can quickly and accurately
reach the best position. Deciding what bit is embedded in a pixel is actually a quantization process,
which is easy to operate. In our experiments, a laptop computer with a duo Intel CPU at 2.4 GHz is
used as the computing platform. All the processes are performed in MATLAB without any optimization.
It averagely takes about 1 minute to finish watermark extraction for a 512 x 512 image.

3.2 Watermark extraction

After the optimal angle 6, is obtained, we extract the watermark bits with minimum distance decoder
and then locate the synchronization to get the embedded message.



656 Zhao Y, et al. Sci China Inf Sci March 2012 Vol. 55 No. 3

p——— I .

Decide which |
direction to rotate |

| Given a tuning step A ,

| Y N I

I Tuning direction flag Tuning direction flag
I dir=1 dir=-1 I

I 0=0 Determine how :
i T much angle
>, should rotate |

Figure 6 The steps of finely tuning process.

Every pixel Ij;, (z,y) in Sector n is quantized with Q(-;0) and Q(-;1), and the quantization errors
dp (Il (2,9),0), dn(Iy (x,y),1) are calculated.

dn(IIl/V(xvy)?O) = |I{/V(x7y) - Q(III/V(x7y)7O)|7 (8)
dn (I (2,9),1) = [Ty (2, y) — Q(Liy (z,y); 1). (9)

Then the total square quantization errors for all the pixels in Sector n can be calculated as

da(0)= > di(Ly(z,y).0), (10)
(z.y)€ESector n

()= Y dr(Liy(z.y),1). (11)

(z.y)€ESector n

According to d,(0) and d, (1), we can determine the watermark bit w,, in Sector n.

1, if d,(0) > d,(1),

w, = (12)
0, otherwise.

After every watermark bit is extracted, we get a watermark bit sequence; however, for the moment,
the bit sequence may be different from the original watermark bit sequence. If all the watermark bits are
correctly extracted, the bit sequence should be the circle-shifted version of the original sequence. We then
circle shift the extracted bit sequence bit by bit and compare the first M bits with the synchronization
bits; if there is a match, we then locate the synchronization and subsequently get the message. In
order to resist flip operation attack, we also reverse the order of the extracted sequence and locate the
synchronization accordingly.

The synchronization bits embedded are very important for message extraction; however, after attacks
or image processing, some synchronization bit errors may occur. Therefore, in our scheme, during each
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possible M bits to M bits comparison, if there are more than or equal to M — O bits matchable, we call
it a match, where O is a pre-selected parameter.

There are possible multiple positions for the matching of the synchronization bits between the extracted
and embedded watermarks. We next derive the probability that multiple matches occur.

Under the rule of bit sequence match defined above, for an M-bit synchronization, the probability of
not matching with another M-bit sequence is given by

()

In the extracted N-bit sequence and its reverse ordered sequence, except the correct match position,
there are totally 2/V —1 possible positions to compare the synchronization, so the probability that multiple
matches occur can be given by

Py = P(any match 2N — 1 possible positions)
=1 — P(no match at any 2N — 1 positions)

SR

For example, if M=20, N=120 and O=2, then Py;y; = 4.70 x 1072.
If multiple synchronization matches occur, we choose the match with the most matching bits, or the
first match when matching bits are equal, to locate the start of the message.

4 Experimental results

A series of experiments was conducted to verify the feasibility and effectiveness of the proposed approach.
In our scheme, it is critical for the extractor to be re-synchronized in order to extract the embedded
message correctly. In the proposed scheme, the re-synchronization relies mainly on two mechanisms: the
centroid and the sectoring. The centroid should be nearly constant and the reconstructed sector partition
should be correct.

Figure 7 shows the centroid locations of the 512 x 512 standard image Lena under some typical image
processing. To amplify the minor differences, only the part near the centroid is displayed, where the
cross in the images represents the centroid position. Also the distances between the centroid locations
of the attacked watermarked images and the original image are calculated. The distance is calculated as
follows: First, calculate the centroid location of the attacked watermarked image, second, geometrically
reverse transform the centroid position, and then calculate the position distance between the centroid
and the original image centroid. In Figure 7(k)—(o), the watermarked image is rotated by a certain
angle, then cropped and returns the central portion which is of the same size as the original. In Figure
7(p)—(t), the watermarked image is translated by some pixels. If the new coordinates are outside the
image, the translate operator will normally ignore them, and involved black margins are cropped away.
All the interpolation operations involved in rotations and scaling transforms of this paper are bilinear
interpolation. Obviously the centroids in Figure 7(a)-(k) except Figure 7(g) stay nearly in the same
position. It implies that the centroid is a very robust invariant under manipulations of this kind. The
image in Figure 7(g) has been seriously blurred by Gaussian noise, so the centroid moves several pixels
away from the original. In Figure 7(1)—(t), since parts of the rotated images are cropped, the centroids
in these situations may drift away. In these situations, if the images are cropped too much, it will bring
about negative impact on the subsequent partitioning. However, in practice, the images will not be
cropped too much, or the malicious manipulations are trivially known.

Figure 8 shows the performance of FTP. The watermarked Lena is rotated or translated. In the
detection, without finely tuning, the partitioning does not overlap with the original, as shown in Figure
8(a). If we use the proposed method to finely tune the partitioning, the two partitions nearly overlap
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Figure 7 The centroid locations of Lena under some typical image processing. (a)Original image: 512 x 512 Lena; (b)
watermarked Lena; (c) watermarked Lena rotated by 20 degrees; (d) watermarked Lena scaled by 1.5 times; (e) watermarked
Lena translated by 20 x 20 pixels; (f) watermarked Lena attacked by Gaussian noise N(0,0.001); (g) watermarked Lena
attacked by Gaussian noise N (0,0.005); (h) watermarked Lena compressed by JPEG with quality factor 75; (i) watermarked
Lena compressed by JPEG with quality factor 50; (j) watermarked Lena lowpass filtered by average with 3 x 3 windows;
(k) watermarked Lena rotated by 1 degree with cropping; (1) watermarked Lena rotated by 5 degrees with cropping;
(m) watermarked Lena rotated by 10 degrees with cropping; (n) watermarked Lena rotated by 20 degrees with cropping;
(o) watermarked Lena rotated by 45 degrees with cropping; (p) watermarked Lena translated by 5 x 5 pixels with cropping;
(q) watermarked Lena translated by 10 x 10 pixels with cropping; (r) watermarked Lena translated by 15 x 15 pixels with
cropping; (s) watermarked Lena translated by 20 x 20 pixels with cropping; (t) watermarked Lena translated by 25 X 25
pixels with cropping.

(d)

Figure 8 Performance of finely tuning partitioning. In the experiment, the dash lines indicate the original partition in
embedding; the solid lines indicate the partition in the extraction process. (a) Rotated by 20 degrees without finely tuning;
(b) rotated by 20 degrees with finely tuning; (c) rotated by 20 degrees plus cropping with finely tuning; (d) translated by
[20,20] plus cropping with finely tuning.

together, as shown in Figure 8(b). Figure 8(c) also gives the finely tuning effect when the watermarked
image is rotated and cropped; the performance is nearly identical with that of Figure 8(b). Figure
8(d) shows the finely tuning effect when the watermarked image is translated and cropped. Since the
centroid had drifted away considerably, the performance is not as good as in Figure8(b) and Figure8(c).
Nevertheless, finely tuning can still find out the best orientation.
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We now turn our attention to the performance of watermark extraction.

Five standard 512 x 512 images, including Airplane, Boat, House, Elaine and Lena, are used as test
images. In all the tests, M = 20, and the capacity or message capacity mentioned below means the bits
length for the message, i.e. L, excluding the synchronization. Without using any attack, we can embed
and successfully extract a message of 2500 bits without any error, where A=6, and the average peak
signal-to-noise ratio (PSNR)=43.23 dB.

We then examine the performance of our scheme under RST attacks. Bit error rate (BER) is used as
the criterion and defined as the percentage of bits that have errors relative to the total number of message
bits. In all the experiments here, A=6. Figure 9(a) shows the curves of BER versus message capacity L,
when the watermarked image is rotated by 5 degrees. When the capacity is low, for example, less than 350
bits, the scheme can successfully resist the rotation attack without any errors. As the capacity increases,
the BER is increased. There exists a transition period when the BER varies from 0 to steady 0.5. In the
transition period, there are fluctuations in the BER that means at some point, the BER is small, and
at some point, the BER is large. In this period, due to the high capacity, error in the bit extraction of
each sector may occur and thus the extracted synchronization may contain errors, and so the matching
of the synchronization is sometimes correct and sometimes wrong. If the synchronization is correctly
located, then the message can then be correctly located, and so the BER is low. If the synchronization
is not correctly located, then the message is wrongly located, and the BER reaches almost 0.5. Figure
9(b) displays the curves of BER versus message capacity L, when the watermarked image is rotated by
5 degrees with centrally cropping to its original size. The average PSNR is 43.13 dB. Figure 9(c) shows
the curves of BER versus scaling manipulations, where L=200 bits. We also investigate the performance
against translation with cropping, as shown in Figure 9(d), where L=50 bits. The scheme can achieve 0
bit error rate under [7, 7] translation plus cropping. Different images may have different performances
mainly due to their different complexity. Usually, images with complex textures, such as Lena, may have
lower performance, since when geometric transformations are applied, pixel interpolations will be used,
and thus the pixel values will be changed. For complicated images, the pixel values are changed a lot;
thus more QIM extraction errors will occur.

Robustness tests against JPEG compression and white Gaussian noise are also included in our ex-
periments. Figure 10 reports the experimental results. In the experiment, L=200 bits, A=6, 10 and
average PSNR= 43.22 dB, 39.53 dB respectively. Comparing the curves, we find that the larger A is, the
better the robustness. Figures 10(c) and (d) summarize the performance when the watermarked image
is attacked by a white Gaussian noise. The white Gaussian noise is zero mean with different variance.
It is evident that the quantization step affects the robustness and we have the same conclusion that the
larger A is, the better the robustness.

We also compare our proposed method with some other geometric robust method, i.e. Ping Dong’s
normalization method [21]. In [21], a geometric robust watermarking scheme based on image normal-
ization is proposed, in which both watermark embedding and extraction are carried out with respect
to an image normalized to meet a set of predefined moment criteria. Ten standard 512 x 512 images,
including Airplane, Boat, House, Peppers, Splash, Baboon, Couple, Lena, Elaine and Lake, are used as
test images. In order to make comparison with [21], two capacities message, i.e. 50 bits and 100 bits
plus 20-bit synchronization are embedded in the images using the proposed method, where A=10, the
average PSNR=38.7 dB. Then the watermarked images are distorted by a variety of geometric attacks
to be listed in details below, BER is used as the criteria for comparison here.

Table 1 lists the comparing results.

The following is a list of attacks used to distort the images in the experiments [21].

1) Line and column removal: (a) (1, 1), (b) (1, 5), (¢) (5, 1), (d) (5, 17), and (e) (17, 5), where each pair
of numbers indicate the number of columns and rows removed, respectively. The removed columns/rows
were equidistant.

2) Scaling by different factors: (a) 0.5, (b) 0.75, (c) 0.9, (d ) 1.1, (e) 1.5, and (f) 2

3) Rotation with different angles: (a) —15°, (b) —5°, (¢) 5°, (d) 25°, (e) 35°, (f) 450, and (g) 80°.

4) Shearing: (a) (0, 1%), (b) (0, 5%), (c) (1%, 0), (d) (5%, 0), (e) (1%, 1%) and (f) (5%, 5%), where
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Table 1 Performance comparison

Attacks/Cases Removal Scaling Rotating Shearing Flip RBA
M1 0 0 0 0 0 0.506
a M2 0 0.1040 0 0 0 0.0924
M3 0 0.174 0 0 0 0.1924
M1 0.004 0 0 0 0 N/A
b M2 0 0 0 0 0 N/A
M3 0 0.0508 0 0 0 N/A
M1 0 0 0 0 N/A N/A
c M2 0 0 0 0 N/A N/A
M3 0 0.0133 0 0 N/A N/A
M1 0.004 0 0 0 N/A N/A
d M2 0 0 0 0 N/A N/A
M3 0 0 0 0 N/A N/A
M1 0 0 0 0.002 N/A N/A
e M2 0 0 0 0 N/A N/A
M3 0 0 0 0.0229 N/A N/A
M1 N/A 0.048 0 0 N/A N/A
f M2 N/A 0 0 0.1220 N/A N/A
M3 N/A 0 0 0.1343 N/A N/A
M1 N/A N/A 0 0 N/A N/A
g M2 N/A N/A 0 0 N/A N/A
M3 N/A N/A 0 0 N/A N/A

M1: Method in [21], Capacity=>50.
M2: Proposed method, Capacity=50.
M3: Proposed method, Capacity=100.

each pair of numbers indicates the amount of shearing in the horizontal and vertical directions, respec-
tively.

5) Horizontal and vertical flipping: (a) horizontal and (b) vertical.

6) StirMark random bending attack (RBA) [28].

From Table 1, we can see that when embedding the same payload, i.e. 50 bits, as in [21], our method
can achieve better performance; when embedding with 100 bits, our method can still achieve comparable
results.

5 Conclusions

A new digital watermarking scheme, distinguished with its robustness against geometric attacks, is de-
veloped and presented in this paper. Featuring centroid-based sectoring and synchronization bits, the
proposed approach exploits geometric invariants for the modulation of watermark message. As a result,
with the proposed approach, embedded watermarks will have better chance to survive under rotation,
scaling, translation, and other image processing attacks. A series of experiments was conducted to verify
the feasibility and effectiveness of the proposed approach. Experimental results reveal that the proposed
scheme outperforms existing approaches in both capacity and robustness.
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